SA WG2 Temporary Document

Page 3

SA WG2 Meeting #135
S2-1909945
Split, Croatia, October 14 – 18, 2019
(revision of S2-1908852+8911+9167+9363+9556)
Source:
Huawei, HiSilicon, Ericsson, Intel, OPPO?, Samsung?
Title:
Key Issue: UE Onboarding and Provisioning for non-public networks
Document for:
Approval
Agenda Item:
8.3
Work Item / Release:
FS_eNPN / Rel-17
Abstract: This paper proposes to add a Key Issue in FS_eNPN TR.
1. Introduction
The eNPN SID includes the following objective:
2.  Study how to support UE onboarding and provisioning for non-public networks.
2. Discussion
SA1 requirements in TS 22.263 is shown below:

· Based on MNO and NPN policy, the 5G system shall support a mechanism to enable MNO to update the subscription of an authorized UE in order to allow the UE to connect to a desired NPN. This on-demand mechanism should enable means for a user to request on-the-spot network connectivity which is authorized by its MNO.
· Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
· The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.

3. Conclusion and proposal(s)
It is proposed to add a Key Issue of UE Onboarding and Provisioning through the SNPN in FS_eNPN TR.
* * * * First change * * * *

3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

UE onboarding: Provisioning of a newly assigned NPN subscription to a UE that has no subscription to this NPN.
3.2
Symbols

Void
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
* * * * Second change * * * *

5.X
Key issue #X: UE Onboarding and Provisioning for the NPN
5.X.1
Description

Based on operator policy, the SNPN shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The SNPN shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
When NPN subscription is newly assigned or updated for an NPN, the NPN subscriptions shall be provisioned and updated to UE (for SNPN and PNI-NPN).
The Key Issue is to study the architecture and solution to support UE onboarding and provisioning for the NPN, including: 

· Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:

· Which network entity performs UE subscription provisioning and where is the network entity located.

· If the network entity performing UE subscription provisioning is external to the SNPN, what is the reference point between the network entity and SNPN for UE onboarding and provisioning.

· Means for a UE, that is uniquely identifiable to 5GS for remote provisioning, including:
· How does the UE discover and select the SNPN before UE subscription provisioning.

· Means for a UE to authenticate, to receive connectivity to 5GS for remote provisioning, including:
· How does the network authenticate the UE before UE provisioning.

· How does the 5G system enable MNO to update the subscription of an authorized UE in order to allow the UE to request to connect to a desired NPN which is authorized by its MNO. 
· Means to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS (for SNPN and PNI-NPN), including e.g.:

· Procedure used and trigger to initiate the provision procedure.
· How to establish a secure connectivity between the UE and the network entity for provision.
· The associated solutions need to consider the following UE characteristics:
· The UE is out of manufacturer without any subscriptions and credentials or with the default credentials provided by the manufacturer (in case of SNPN). 
· A UE already has a subscription to the PLMN (in case of PNI-NPN).
· The UE is not expected to have any user-interface (e.g. screen, keyboard) and have physical interface (e.g. USB). It is also not expected to have been equipped with other communication module, e.g. Wifi, Bluetooth.
NOTE:
Security aspects should be discussed or confirmed by SA WG3.
Editor's note: additional scenarios e.g. resulting from Key Issue "Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN" is FFS.

* * * * End of change * * * *
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